Module 3 |

Understanding and countering malware®s evasion Y«
and self-defence



https://github.com/hasherezade/malware_training_vol1

Fingerprinting for evasion

oooooooooooooooooooooo



Fingerprinting for evasion

e Fingerprinting = gathering information about the environment where the executable
was deployed

* |t is used by malware to determine whether it is deployed in a controlled
enviromnent, i.e. sandbax, analysis machine

e (Jpen source projects with rich sets of techniques:

e Presented demos you can find at:


https://github.com/a0rtega/pafish
https://github.com/LordNoteworthy/al-khaser
https://www.aldeid.com/wiki/ScoopyNG
https://github.com/hasherezade/antianalysis_demos

Fingerprinting for evasion

" » - :_" I Ch\Usershtester, Desktop' pafish.exe = W
e Pafish in action; SRR :

Some antitfdebugger-UM/sandbox? tricks Y A
sed by malware for the general public.

[#] Windows version: 6.1 build Y681 L ¢

[#]1 CPU: Genuinelntel .
Hypervisor: UBoxUBoxUBox W -
CPU brand: Intel<R> Core<{THM> i5-3218M CPFU B 2.58GH= . & | ./

[-1 Debuggers detection
[#]1 Using IsDebuggerPresent<> ... OK [ -

[-1 CPU information bhased detections

[#]1 Checking the difference hetween CPU timestamp counters (rdtsc> ... OK
[#]1 Checking the difference hetween CPU timestamp counters C(rdtsc?> forcing UM ex !
it ... traced? Ay
[#] Checking hypervisor bit in cpuid feature bits ... EFaced? -
[#]1 Checking cpuid hypervisor vendor for known UM vendors ... Eraced®

= -
[-1 Generic sandbox detection ’ } 4
[#] Using mouse activity ... EFaced? ]
[#] Checking username ... OK 1
[*] Checking file path ... OK —
[#]1 Checking common sample names in drives root ... OK § "
[#] Checking if disk size <= GHUGE via DeviceloControld() ... 0K s s =

[#] Checking if disk size <= 6BGE via GetDiskFreeSpaceExA<)> ... Eraced®
[#]1 Checking if Sleep{? iz patched using GetTickGount<{» ... QK

[#]1 Checking if HumbherOfProcessors is { 2 via raw access ... fraced?

[#]1 Checking if HumberOfProcessors is < 2 via GetSystemInfol) ... traced¥
[#]1 Checking if pysical memory is < 1Gh ... EEaced?

[#]1 Checking operating system uptime using GetTickCount(> ... OK

[#]1 Checking if operating system I[sMativeUhdBoot{> ... OK

[-]1 Hooks detection

[#]1 Checking function ShellExecuteExW method 1 ... OK

[#]1 Checking function CreateProcessfA method 1 ... OK

[-]1 Sandboxie detection
[#]1 Using GetModuleHandle<{shiedll.d11> ... OK

—

ithub.com/a0rtega/pafish T



https://github.com/a0rtega/pafish

Fingerprinting for evasion

e Al-Khaser in action:

ser - by Lord Noteworthy

[#]1 Checking reg key SOFTUARE“Oracle“UirtuwalBox Guest Additions
[#]1 Checking reg key S¥STEM~ControlSetBB1-Services-UBoxGuest
[#]1 Checking reg key S¥STEM~ControlSetB@1-Services“UBoxMousze
[#]1 Checking reg key S¥STEM~ControlSetB@1-Services-UBoxService
[#]1 Checking reg key S¥STEM~ControlSetB@1-Services“UBoxSF

[#]1 Checking reg key S¥STEM~ControlSetBB1-Services“UBoxlUideo
[ GOOD 1 "
[#] Checking Mac Address start with B8:-BA@:27

[#] Checking MAC address C(Hyhrid Analuysisl
[ GOOD 1
[#] Checking device “>».“UBoxMiniRdrDHN

[#] Checking device “».“UBoxGuest

[#] Checking device “s.“pipe“~UBoxMiniRdDN
[ GOOD 1
[#] Checking device “s.“UBoxTrauwIPC
[ GOOD 1
[#]1 Checking device “s.spipes~UBoxTraylPC
[ GOOD 1
[#] Checking UBoxTrayToolWndClass ~ UBoxTrayToolWnd

[#] Checking UirtualBox Shared Folders network provider

d srssssnnen bk L I



https://github.com/LordNoteworthy/al-khaser

Fingerprinting for evasion

e Most of the malware stop their execution once they observe being analyzed -
that's how they protect their real mission from being revealed. Common

reactions:

o ExitProcess
o |nfinite sleep loop

e Some malware are more tricky, and:

* deploy a decoy (i.e. an )
e corrupt their execution (i.e. ) to crash at further point


http://0xebfe.net/blog/2013/03/30/fooled-by-andromeda/
https://blog.malwarebytes.com/cybercrime/2017/08/inside-kronos-malware/

Classic debugger detection
techniques

oooooooooooooooooooooo



Anti-debugger: the classic set

e The fact that the application is being debugged leaves some artefacts in the
execution environment

« Malware tries to pick them up, and terminate or alter execution on such event

e There is a list of classic, well-known techniques, that malware authors keep
using from years, and probably will keep using in the future

e | et's take a look at them...

oooooooooooooooooooooo



Anti-debugger: approaches

e Using flags in internal process structures: EPROCESY, PEB

« Some of those checks can be invoked via APls

e Breakpoint detection
* Reaction on exceptions
e [ime checks

« Searching for the physical presence of the debugger in the system: checking
running processes, windows names/classes, installation artifacts of a
debugger

oooooooooooooooooooooo



Detecting debugger: basic API

The most basic method, using;: IsDebuggerPresent and/or
CheckRemoteDebuggerPresent

bool 1s_debugger_api ()
{
1f (IsDebuggerPresent()] return truesj

BOOlL has _remote = FALSF3
CheckRemoteDebuggerPresent{GetCurrentProcess(). &has_remote) s

return has_remote 7?2 true: false?



Detecting debugger: basic API

The most basic method, using: IsDebuggerPresent

IsDebuggerPresent(32-bit verai)

_____ :
lkd: dt nt!_PEB

+U:UUU IhhHllfHdnddIZZZEpiEE : UEhay

mov £ax, n:In'ur l:l |:H'r
mov £ax,dword ptr
MOWZ W 2 3.:1'-: bwt

= = —.l | =, 1

= sz 0, 1 Bat
. P = 1 1 Bit
: Po= 2. 1 Bit
: Po= 3. 1 Bit
. 1 Bit
1 Bit

. Get TEB
2. bet PEB

3. bGet: BeingDebugged Flag



Anti-debugger: PEB

e PEB contains information about the environment where the process was
executed, and as well contains a lot of information relevant to detecting a
debugger...

e Using it is more stealthy then using API, and also easy to do in pure assembly
(convenient for a shellcode)

oooooooooooooooooooooo



Detecting debugger: PEB

The more stealthy variant of the previous method is getting the BeingDebugged
flag via PEB

lld: dt nt!_ PEE
+0=000 InheritedAddressSpace : UChar
+ 0= HHl FeadImageFilekExecOption=s : UChar
+0x002 BeingDebugged - [TChar
+0=z003 BitField ; UEhar

+0=003 ImagEUEEELEIJHEﬂJ - Po= 0, 1 Bit

+0=003 =Hrotecte | Y = b - Po= 1. 1 Bit

+0=003 IEImagEDynamlcall_FHlD:atEd ; F__ E, 1 Bit
+0=003 SkipFPatchingl=e IZLFDrwardera - Po= 3. 1 Bit
+0x003 I=PackagedProces= : Po= 4, 1 Bit

+0=z003 I=sApp_ontainer ; F—— F, 1 Bit




Detecting debugger: PEB

Anaother flag in PEB related to being debugged is NtblobalFlag (more recent
addition: NtblobalFlag2)

l=z080 Tl=BitmapBit= - [2] UintdBE
1z088 ReadlinlvSharedMemorvBa=z= : Ptred Void
1=090 —hﬂlHdDﬂfﬂ : Ef1P4 WVoid

1098 ReadOnlvStaticServerData : Ptred Ptred Void NTGlobalFlag is set when the stack of
Izlal ans iCodsPageData : Ptr6d Void the application is being watched
lz0af OemCodeFageData  : Ptred Void

J=0bl TnicodeCa==eTablelata ]_:fll'-l Vo

lz(lbE HumberOfFProcessors ;o [

I=0bc H‘I‘I 1o |]:|—|]_Fl—|:|' , mtdB i
0200 Critics . LARGE_INTEGER Related API:
lxz0cd H::p::mmqﬂEg:E; }JhnFEE e RtlGetCurrentPeb()
=04 |_| HeapSegmnentCommit  UTint3B PEB->NtGlobalFlag

PEB >NtGloba1F1agE

---------------------




Detecting debugger: PEB

It the process is not being debugged: NtblobalFlag ==
Utherwise, the following flags are set (NtGlobalFlag == 0x70):

FLG_HEAP_ENABLE_TAIL_CHECK O0x10
FLG_HEAP_ENABLE_FREE_CHECK Ox20
FLG_HEAP_VALIDATE_PARAMETERS 0Oxu4D



Detecting debugger:

PEB.ProcessHeap.Fags:
* |t not dequgged:

HEAP_GROWABLE (Ox2)

e [Jtherwise:

HEAP_GROWABLE
HEAP_TAIL_CHECKING_ENABLED
HEAP_FREE_CHECKING_ENABLED
HEAP_SKIP_VALIDATION_CHECKS
HEAP_VALIDATE_PARAMETERS_ENABLED

Ox2

Ox20

Ox40
O0x10000000
Ox40000000

PEB

sERRsEREREw T



Detecting debugger: PEB

PEB.ProcessHeap.fForceklags:

* |t not dequgged:
e (therwise: related to PEB.ProcessHeap.Flags:

PEB.ProcessHeapFlags & 0OxkE00L0O07D

ooooooooooooooooooooo



Detecting debugger: basic API

The most basic method, using;: CheckRemoteDebuggerPresent

EPROCESS

llkd: dt nt! EPROCESS

CheckRemoteDebuggerPresent

: EHTF‘"
EII RUNDIC WH_EEF
Tint4E

ReturnLength
ProcessInformati ur1Ler1|:|1'h
Wor |:| |;:'1'r g5 [-—-"::': =

Ftred4 _PEB
4 MM SESSION _SPACE
Void
EPF‘l I

- srssasnnen srsssnnnene



Detecting debugger: API

Some of the mentioned artitacts (and more) can be retrieved using
NtdueryInformationProcess

Relevant parameters:

ProcessDebugPort Ox? -> EPROCESS.DebugPort
ProcessDebugFlags OxLF -> !'(EPROCESS-NoDebugInherit)
ProcessDebugl0bjectHandle OxLE -> returns DebugObject
ProcessBasicInformation Ox0 -> to get the parent process

ueryinformationprocess


https://ctf-wiki.github.io/ctf-wiki/reverse/windows/anti-debug/ntqueryinformationprocess/

Reaction on exceptions

It the debugger is present, it will try to handle the exception:

bool exception_is_dbg()
{
__try {
RaiseException(DBG_PRINTEXCEPTION_C- 0~ 0~ 0)5
} _ _except (EXCEPTION_EXECUTE_HANDLER) {
return falses
}

return trues



Hardware breakpoints

* There are 4 Debug reqistrs that we can use for setting Hardware Breakpoints:
« DRO-DR3

e [Ince we set the Hardware Breakpoint, the relevant address is filled in one of those
registers. Example:

DRO Q0413AEY remcos.00413AE7
DR1 Q0000000

DRy Q0000001

* DRB - flags indicating the Debug Register which's breakpoint got hit
o DR7 - flags indicating which of the Debug Registers are set



Hardware breakpoilnts

Checking if the Hardware Breakpoints have been set:

bool hardware_bp_is_dbg() &
{

CONTEXT ctx = { 0 X5

bool is_hardware_bp = falses

HANDLE thread = 0OpenThread(THREAD_ALL_ACCESS. FALSE-. GetCurrentThreadId());
ctx.-ContextFlags = CONTEXT_DEBUG_REGISTERSA
if (GetThreadContext(thread-. &ctx)) {
is_hardware_bp = (ctx.Dr0 | ctx.Drl | ctx.Dr2 | ctx.Dr3) '= 03
iy
CloseHandle(thread) s

return is_hardware_bps

-— srssssnnen srssasnnene -



The Trap Flag: Single Stepping

e The Trap Flag is one of the Flags in the EFLAGS register

25 1 BF = a o 0x346 XOR 0x246 =

OoF O _SF 0O i:-.F |E| i i = N ) [ Ox100 (TF)
CF 0 IF 1 CF O IF 1

« Setting the Trap Flag - allowing to step throught the code via INT Oxl: ,Single
Step” after each instruction (generates an exception)

oooooooooooooooooooooo



The Trap Flag: Single Stepping

We cannot access EFLAGS directly - we need to do it via stack:

pushfd 5 push all the flags
or dword ptrLespl-|0x100| 5 the flags are now in [espl]
5 apply the mask to set the bit
5 O0x100. that means TF
popfd 5 load the flags from the stack again

It we are single-stepping through the code, the debugger will handle the
generated interrupt. Otherwise, setting of the Trap Flag will generates an
exception.



The time check

e Debugging (also: emulation, or tracing the application by instrumentation
tools) often slows down the execution

e The time check is a simple way to find out that the application may be under
control of analysis tools

e The time check is often implemented with the help or RD TS C (Read Time-
Stamp Lounter) instruction

RDTCS =-> EDX:EAX = TimeStampCounter



https://c9x.me/x86/html/file_module_x86_id_278.html

The time check

The time should be measured at least twice, and compared with a threshold.
Example:

bool antidbg_timer_check ()
{
static ULONGLONG time = 03
if (time == 0) {
time = __rdtsc()3
return falses
}
ULONGLONG second_time = __rdtsc();
ULONGLONG diff = (second_time - time) >> 203
if (diff > 0Ox100) {
time = second_times
return trues
}
return falses



Defense against anti-debug

» Debugger Plugins, i.e.
. (using user-mode hooking) ClfidePed
. (using kernel-mode hooking) mitie
s S h E PIJ |:| [] [ ]Drag aAtkach
[ ]Hook unckions
[ ]Remo ivileqes

C]wmMp 3

e [JllyDbg plugins (older, classics):
e [llyAdvanced
L

* Fhantom
e StronglD



https://github.com/x64dbg/ScyllaHide
https://github.com/mrexodia/TitanHide
https://github.com/fr0gger/awesome-ida-x64-olly-plugin

Classic anti-VM techniques

oooooooooooooooooooooo



Anti-VM fingerprinting

e \lirutal Machine emulates the real one to big extend, but still there are some
artifacts in the environment that makes it distinguishable

e Depending which hypervisor do we use, those artifacts will differ

e |tis quite common among malware to look for some of those artifacts in
order to detect the Virtual Machine

e Some checks base on the presence of some particular names, related to the

hypervisor, other - on some loosely related features (i.e. relatively weak
parameters, one processor, etc)

oooooooooooo



Anti-VM: approaches

e lIsing presence/absence of some intstructions

e |dentifiers returned by CPUID

 Memory-specific (,The Red Pill" - IDT checking; GDT, LDT checks)

e [ime checks

 Weaker hardware parameters (comparing to most modern physical machines)

« Searching for the physical presence of the VM-related artitacts: checking
running processes, windows names/classes, registry keys, etc.

oooooooooooooooooooooo



CPUID (L)

e [Ine of the low-level anti-vm techniques, is a check using CP U I D instruction
e Check for processof features:

mov 1s_bit_set. O
mov eaxas 1 5 the parameter given to C(PUID
cpuid
bt ecx. Oxlf5 bit 31
jnc finish
mov is_bit_set. 1 5 if the bit is set. it is a VM
finish:



https://c9x.me/x86/html/file_module_x86_id_45.html

CPUID (Ox4ODOOOO0O)

e [Ine of the low-level anti-vm techniques, is a check using CP U I D instruction
e Check for the hypervisor brand:

mov eax. Oxu400000005 the parameter given to CPUID
cpuid

mov brand_id 0. ebx

mov brand_id_ 1. ecx

mov brand_id 2. edx



https://c9x.me/x86/html/file_module_x86_id_45.html

CPUID (Ox4ODOOOO0O)

e [Ine of the low-level anti-vm techniques, is a check using CP U I D instruction

"KVMKVMKVM\ON\O\DO"s // KVM :
"Microsoft Hv"5 // MS Hyper=V or Virtual PC ,
"VMwareVMware™s // VMuware
"XenVMMXenVMM"™s // Xen

"orl hyperv "5 // Parallels
"VBoxVBoxVBox"™5 // VirtualBox

ithub.com/a0rte


https://github.com/a0rtega/pafish/blob/master/pafish/cpu.c

CPUID - defense

e Fortunately, we often can overwrite the values returned by CPUID by our own

* Appropriate settings may force the VM to supply our custom values instead of
the hardcodes ones...

https://www.vmray.com/cyber-security-blog/a-pafish-pri


https://www.vmray.com/cyber-security-blog/a-pafish-primer/

CPUID - defense

e |n VMWare: settings can be changed in the .vmx file

* Anti bit-check - CPUID (1)

cpuid.l.ecx="0===i=ceelceceelcecee e e e [ =T

e Anti brand-check (Ox40000000)

cpuid.40000000.ecx="0000:0000:0000:0000:0000:-0000:0000:0000"
cpuid.40000000.edx="0000:0000:0000:0000:0000:-0000:0000:0000"

://rayanfam.com/topics/defeating-malware-anti-vm-technigues-cpuid-based-instructions



https://rayanfam.com/topics/defeating-malware-anti-vm-techniques-cpuid-based-instructions/

VMWare 1/0 port

e [rying to read the special |/0 port, used by VMware to communicate with host,
with the help of IN instruction

e [In a physical machine, the exception will occur

mov eaxa “VMXh™
mov ebxa0

mov ecx. 10

Mov edx. “VX'
1n eax~ dx

cmp ebxa'VMXh™

analysts/


https://blog.malwarebytes.com/threat-analysis/2014/09/five-anti-debugging-tricks-that-sometimes-fool-analysts/

TODO...

e [0 be continued

oooooooooooooooooooooo



