Module 1 ‘

A journey from high level languages. through @ L
assembly. to the running process



https://github.com/hasherezade/malware_training_vol1

Basics of PE (Portable
Executable)

oooooooooooooooooooooo



Basics of a PE f1ile

e PE (Portable Executable) is a native executable format on Windows

* PE files:
e user mode: EXE, DLL

e kernel mode: driver (.sys), kernel image (ntoskrnl.exe)
o UEFI (run in SMM - System Managemant Mode)
e Also OBJ files have structures similar to PE

oooooooooooo



Basics of a PE f1ile

 BE (Portable Executable) contains information:

e What to execute: the compiled code
* How to execute: headers with data necessary for loading it

DUSH 0X415FO0E

0810304100

remcos.exe |

O T A

Lo b [
g g -

p Wb Wb W o o m m
O e = T TR T B T= S (T TS




Basics of a PE f1ile

e PE format is based on a Unix format COFF - that was used in VAX/VMS
e |t was introduced as a part of specification WinsZ

e Throughout many years, the core of the format didn't change, only some new fields of
some structures have been added

« dince introduction of b4 bit environment, PE needed to be adjusted to it: b4 bit PE was
introduced

e Also, new variants have been introduced, like NET PE - containing additional structures
with intermediate code and metadata

oooooooooooooooooooooo



Basics of a PE f1ile

* PE file structure: the DUS part (legacy) and the Windows Part

4 | remcos.exe
D05 Header
B Dos stub
MNT Headers
Signature
File Header
Optional Header
Section Headers

4 Sections

4 ':g'iﬂ text
=p EP = 13A84

oy .rdata

ofy .data
oy .rsrc

ithub.com/hasherezade/malware training voll [ [ modulel/lesson2 pe/pe snippets/pe hdr.h


https://github.com/hasherezade/malware_training_vol1/blob/main/exercises/module1/lesson2_pe/pe_snippets/pe_hdr.h

Basics of a

PE f1ile

« S Header: only e magic, and e ltnew must be filled:

typedef struct _IMAGE_DOS_HEADER { //
WORD e_magics //
WORD e_cblps //
WORD e_cps //
WORD e_crlcs //
WORD e_cparhdrs //
WORD e_minallocs //
WORD e_maxallocs) //
WORD e_ss3 //
WORD e_sphs //
WORD e_csums //
WORD e_ips //
WORD e_css //
WORD e_lfarlcs //
WORD e_ovnos //
WORD e_resCu4I3 //
WORD e_oemids //
WORD e_oeminfos //
WORD e_resc2C1l0I5 //

LONG e_lfanews //
} IMAGE_DOS_HEADER. *PIMAGE_DOS_HEADERS?

DOS .EXE header

Magic number ======---cecececececcccc e e e cc - > .MZ™
Bytes on last page of file

Pages in file

Relocations

Size of header in paragraphs

Minimum extra paragraphs needed

Maximum extra paragraphs needed

Initial (relative) SS value

Initial SP value

Checksum

Initial IP value

Initial (relative) (S value

File address of relocation table

Overlay number

Reserved words

0EM identifier (for e_oeminfo)

0EM informations e_oemid specific

Reserved words

File address of new exe header ==-=-=---- > Points to the NT header

ithub.com/hasherezade/malware trainin

lesson?2



https://github.com/hasherezade/malware_training_vol1/blob/main/exercises/module1/lesson2_pe/pe_snippets/pe_hdr.h

Basics of a PE f1ile

e DON Header: fields to remember

typedef struct _IMAGE_DOS_HEADER {
WORD e_magici // Magic number > =MZ™

LONG e_lfanewi|// points to NT header
} THAGE_DUS_AEADERS *xPIMAGE_DOS_HEADERS

Let’s have a look in PE-bear...

ithub.com/hasherezade/malware trainin

typedef struct _IMAGE_NT_HEADERS3Z2/k4 {
DWORD Signatures - Magic number «PEN\D\O"
IMAGE_FILE_HEADER FileHeaders
IMAGE_OPTIONAL_HEADER32/k4 OptionalHeaders

} IMAGE_NT_HEADERSEUY3



https://github.com/hasherezade/malware_training_vol1/blob/main/exercises/module1/lesson2_pe/pe_snippets/pe_hdr.h

Basics of a PE f1ile

e FileHeader: fields to remember

Ay
i —_mt
—
typedef struct _IMAGE_FILE_HEADER { 4{_;7,
1 WORD Machines // Specifies the architecture
WORD Number0fSectionss // How many sections?
typedef struct _IMAGE_NT_HEADERS32/bY4 { DWORD TimeDateStamps
DUOED. Signatuces AU DWORD PointerToSymbolTables
IMAGE_FILE_HEADER FileHeaders DWORD Number‘OfSymbolS%
IMAGE_OPTIONAC_HAEATER3Z/BY OptionalHeaders WORD Size0fOptionalHeaders
¥ IMAGE_NT_HEADERSEN: WORD Characteristicss -3
} IMAGE_FILE_HEADER. xPIMAGE_FILE_HEADERSY 1 !
:

Let’s have a look in PE-bear...

ithub.com/hasherezade/malware trainin


https://github.com/hasherezade/malware_training_vol1/blob/main/exercises/module1/lesson2_pe/pe_snippets/pe_hdr.h

Basics of a PE f1ile

* [ptionalHeader: fields to remember

typedef struct _IMAGE_NT_HEADERS3Z2/kY4 {
DWORD Signatures -2 «PE\D\D"
IMAGE _FTLE _HEADER FiloHoaders
IMAGE_OPTIONAL_HEADER32/kY4 OptionalHeaders
} IMAGE_NT_HEADERSEHA

Let’s have a look in PE-bear...

typedef struct _IMAGE_OPTIONAL_HEADEREY {

WORD

BYTE

BYTE
DWORD
DWORD
DWORD
DWORD
DWORD
ULONGLONG
DWORD
DWORD
WORD

WORD

WORD

WORD

WORD

WORD
DWORD
DWORD
DWORD
DWORD
WORD

WORD
ULONGLONG
ULONGLONG
ULONGLONG
ULONGLONG
DWORD
DWORD

Magics // type: NT32 ? NTh4?
MajorLinkerVersions

MinorLinkerVersions

Size0fCodes

Size0fInitializedDatas

Size0fUninitializedDatas

AddressOfEntryPointsi // where the execution starts?
Base0OfCodes

ImageBases //default load base
SectionAlignmenti //unit in memory
FileAlignmenti //unit on disk
MajorOperatingSystemVersions
MinorOperatingSystemVersions

MajorImageVersions

MinorImageVersions

MajorSubsystemVersions

MinorSubsystemVersions

Win32VersionValues

Size0fImagei //size of the loaded PE
Size0fHeaderss //size of all the headers to map
CheckSums

Subsystemi // is it a console app? a driver? etc.
DllCharacteristicss // features enabled
Size0fStackReserves

Size0fStackCommits

Size0fHeapReserves

Size0fHeapCommits

LoaderFlagss

Number0fRvaAndSizess

IMAGE_DATA_DIRECTORY DataDirectoryLDIRECTORY_ENTRIES_NUMI13
} IMAGE_OPTIONAL_HEADEREYS



https://github.com/hasherezade/malware_training_vol1/blob/main/exercises/module1/lesson2_pe/pe_snippets/pe_hdr.h

Basics of a PE file: sections

e Pt is divided into sections with different permissions

« Sections introduce a logical layout of the binary, that compilers/linkers can
follow

e Dividing PE on section improves security: the code is isolated from the data

o HOWEVER:

o it DEP (Data Execution Prevention) is disabled, a page without execution
permission can still be executed




Basics of a PE file: sections

* PE sections are defined by sections header

4 o\

#define IMAGE_FIRST_SECTION( ntheader ) ((PIMAGE_SECTION_HEADER) \ "
((ULONG_PTR) (ntheader) + \ e
FIELD_OFFSET( IMAGE_NT_HEADERS. OptionalHeader ) + \ < .

((ntheader))=->FileHeader.Size0fOptionalHeader \
))

A MAdcro ||'| | Disasm: [.rsrc] to [reloc] | General | DOS Hdr | Rich Hdr | File Hdr | Optional Hdr ‘ Section Hdrs | B Imports | B FResources |
winnt-.h +
Dﬂlﬂtlﬂg thE fIFSt INamE Faw Addr. Rawsize Virtual Addr. Virtual 5ize  Characteristice  Ptrto Reloc.  Mum. of Reloc.  Mum. of Linenum. ]
. = fewt 400 DADD 1000 DB4E 60000020 0 0 0
Section > DEOO A E4E A - :
¢ .rdata DEOOD 200 i 2440 40000040 0 0 0
> 10400 £ 11440 £ -
¢ .data 10400 1000 12000 2C84 0000040 0 0 0
> 11A00 £ 1484 £ rw-
¢ asrc 11400 200 15000 1ED 40000040 0 0 0
> 11C00 £ 151ED £ r--
¢ reloc 11C00 1000 16000 F3E 42000040 0 0 0
> 12C00 £ 16F3 £ r--

ithub.com/hasherezade/malware blob/main/exercises/modulel/lesson?2



https://github.com/hasherezade/malware_training_vol1/blob/main/exercises/module1/lesson2_pe/pe_snippets/remap.h

Basics of a PE file: sections

e on the disk PE is stored in a raw format (the unit is defined by File Alignment)

e [n memory PE is mapped to its virtual format (the unit is defined by Section Alignment) -
usually of the granularity of one page (Ox1000)

Dhsasme [.rsrc] to [reloc] | General | DOS Hdr | Rich Hdr | File Hdr = Optional Hdr

Offset MName Value Value
118 Baze of Data
110C Image Base 400000
120 Section Alignment 1000

124 File Alignment 200



Basics of a PE file: sections

Raw Virtual
(file on the disk) (mapped in the process
memory)

B x| Virtual

3000

4000

5000

ithub.com/hasherezade/malware trainin
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Basics of a PE file: caves

« The space reserved for a section is always rounded up to some unit (FileAlignment in a
raw format, SectionAlignment in virtual)

e The size of the actual section content may be smaller

e The additional space is unused, and filled with padding. It is called a section cave. A cave
in an executable section is often referenced as code cave.

e [aves may be virtual or raw
« Sometimes they may be used for installing code implants



Basics of a PE file: addresses

* Raw addresses (in file) usually correspond to virtual addresses (in memory) and vice versa

B x| Virtual

Raw Ox400 = RVA D100 (| B e R

RVA 0x2000 = raw OxB00

RVA : Relative

Virtual Address
(without Image

3000

Base)

4000 - RVA Oxa013 = raw OxCI5
VA: absolute

Virtual Address
(with Image

Base)

5000




Basics of a PE file: addresses

* Raw addresses (in file) zsva/lycorrespond to virtual addresses (in memory) and vice versa

B x| Virtual

Raw Ox700 = RVA DxZ/00 | B e e B

RVA : Relative
Virtual Address
(without Image

Base)

3000

4000

VA: absolute
Virtual Address
(with Image

Base)

5000




Basics of a PE file:

* Raw addresses (in file) zsva/lycorrespond to virtual addresses (in memory) and vice versa

e However:

« Some sections can be unpacked in memory and not filled in the file
« Some addresses may not be mapped (present in the file, but not in the memory image)

Firefox Setup Stub 38.0.5.exe

addresses

Marme Raw Addr. Raw size
I UPXD 400 0

L UPX1 400 2000

I src A400 7000

Virtual Addr. Virtual Size  Charactenstics  Ptrto Reloc.  Mum. of Reloc.  Num. of Linenum.
] 17000 EOOQQOE0 0 ] i]
18000 ADDD E00QQQ40 0 0 0
22000 7000 C0000040 0 0 i]




Basics of a PE file: addresses

e et's open one of our sample PEs in PE-bear and see the section table
e [ry converting various addresses from Raw format to Virtual, follow and

observe STa5lo 7 » »

01 2 3 4 5§ 66 7 B %9 A B CODEF

521597 E8 €% B7 00 00 ES 55 FE FF FF BB FF 55 8B EC &A
521A7 0x &R 00 75 08 EB 1% Ba 00 00 83 C4 OC 5D C3
521B7 BB 55 8B 5D ES DF FF FF FF &4 0OC &i

Go to RVA (hex):

B + ImageBase (RVA -= VA) o

= Raw:

isasn Exercise time.-..

52197

|E| | Cancel |



Basics of a PE f1ile

e [he most information lies in data directories

Disasm: [.rsrc] to [reloc] | General | DOS Hdr | Rich Hdr | File Hdr | Optional Hdr | Section Hdrs

Offset Mame Value Value
Size of Heap Reserve 100000
Size of Heap Commit 1000
Loader Flags 0
Mumber of BVAs and Sizes 10
Data Directory Address Size
Export Directory 0
Impaort Directory 28
Resource Directory 1ED
Exception Directory 0
Security Directory 0
Base Relocation Table SAC
Debug Directory 0
Architecture Specific Data 0
RVA of GlobalPtr 0
TLS Directory 0
Load Cenfiguration Directory 40
Bound Import Directory in headers 0
Import Address Table 138
Delay Load Import Descriptors 0

.MET header 0



Basics of a PE file: Relocation

L ]
*[\elocation lable x
ﬂ-h::lr | File Hdr | Optional Hdr | Section Hdrs | B Imports | @ Resources @@ BaseReloc.

Offzet Page RVA Block Size Entries Count v ;
11C00 74 £ N
1174 AC 52
i . 11020 A ac
N Diata D'lrr?ctorj.r Address Size 11DC0 AD ac
160 Export Directory 0
168 Import Directory e Relocation Block [ 54 entries |
1:' Resou ree Directorj,r 1E0 Offset Value Type Offset from Page Reloc RVA
B ;ZTE:BEE:;W ; g 11C08 3072 32 bit field 7) |
— . ' 11C0A 3088 32 bit field 88
i““l E‘}Z"uz"['}?:;z”;a ol i.qc 11C0C 309D 32 bit field 9D
= 11COE 30CD 32 bit field cD
1110 314cC 32 bit field 14C
1112 31E3 32 bit field 1B3
11C14 31CE 32 bit field 1CE
11C16 31E4 32 bit field 1E4
11C18 32F 32 bit field 21F
11014 3229 32 bit field 229
11C1C 323D 32 bit field 23D
11C1F 66 32 hit field 266

ithub.com/hasherezade/malware trainin exercises/modulel/lesson?2 ippets/relocate.h



https://github.com/hasherezade/malware_training_vol1/blob/main/exercises/module1/lesson2_pe/pe_snippets/relocate.h

Basics of a PE file: Relocation

|, PE comes with some default base address in the header

/. All the absolute addresses inside the PE assume that it was loaded
at this base

: Base Address = 400000

.dr | Rich Hdr | File Hdr | Optional Hdr |
5 P 4BEDAD = 400000 + BEDAD
(ffzet Mame Value
ll_l_ E‘ESE I:I-f ':ﬂ'dE 4 <977 ESES4AFFFFE Fi CALL 0X4534¢g4
_ 45ESTC BBFO MOW ESI, EAX
11& EESE Df Data 45ESTE EE_]_!'_'_:_I_.E'!CIECI-ILEDCI b — CALL DWORD PTR [0XH4gED40] [EERNEL3Z .d11l] .FetLastError
11 Image Base 400000 =on3Ed 50 PUSH ERX
45ES85 ESS984AFFFFE Fi CALL 0X4534zZ2
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https://github.com/hasherezade/malware_training_vol1/blob/main/exercises/module1/lesson2_pe/pe_snippets/relocate.h

Basics of a PE file: Relocation

* |n the past EXEs were usually loaded at their default base (only DLLs didn't
have to)

e Nowadays most PEs load at a dynamic base (due to ASLR)
e A flag in the header determines if a dynamic base will be used

Disasm: text | General | DOS Hdr | Rich Hdr | File Hdr Optional Hdr = Section Hdrs | @ Import
Offset Mame Value Value o
142 Suheustem 3 wWindoweel DLL Characteristics: DLL can move
< 146 DLL Characteristics 8140 T A
40 DLL can move
100 Image 1s NX compatible
8000 Terminal5erver aware
148 Size of Stack Reserve 100000
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Basics of a PE file: Relocation

« |t the Pt was loaded at a different base than the one defined in the header, all
its fields using absolute addresses must be recalculated (rebased)

A45E9T77 ESEB4AFFFF a CAT.L. 0X453464
MOW ESI, EAX
lI'EEull'u = 4[":“]']'] + EE[I4I] : t40E04600 b — CALL DWORD PTR [0X46E040] [EERNEL3Z _dll] . GetLastError
I5ESE] 50 PUSH ERX
45E985 ESS984AFFFF a CAT.L. OX453422

Load base = 2C0000

cdall pe-sieve3z.313464

SBFQ mov es5i,eax

32E040 = 2C0000 + BED4D 5 HMOED3200 call dword ptr ds:[<&GetLastError:>]
) push eax

call pe-sieve3lz2.313422

modulel/lesson2 pe/pe snippets/relocate.h


https://github.com/hasherezade/malware_training_vol1/blob/main/exercises/module1/lesson2_pe/pe_snippets/relocate.h

Basics of a PE file: Relocation

* How does PE know where are the fields that needs to be
rebased?

://github.com/hasherezade/malware training voll/blob/main/exercises/modulel/lesson2 pe/pe snippets/relocate.h



https://github.com/hasherezade/malware_training_vol1/blob/main/exercises/module1/lesson2_pe/pe_snippets/relocate.h

Basics of a PE file: Relocation

* How does PE know where are the fields that needs to be
rebased’

* [hey are listed in the Relocation Table!

://github.com/hasherezade/malware training voll/blob/main/exercises/modulel/lesson2 pe/pe snippets/relocate.h §
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Basics of a PE file: Relocation

e Let's open one of our sample PEs in PE-bear and see the
~elocation table

-

e Check the code snippet to see how the relocation table is
rocessed

Exercise time...

://github.com/hasherezade/malware training voll ' ' modulel/lesson2 pe/pe snippets/relocate.h
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Basics of a PE file:
Imports & Exports

Most executables use some functions exported by other modules (external

libraries)

. |t we use a static library, the linker will automatically add the external
code into our PE

2. |t we use a dynamic library (DLL), the used functions will be listed in the
mport Table of our PE, and dynamic linking will be done when the PE is

paded

3. Alternatively, we can load a DLL by ourselves using LoadLibrary and
tetch the exported function via GetProcessAddress




Basics of a PE file: Exports

e Export Table

Disasm: .text | General | DOS Hdr | Rich Hdr | File Hdr | Optional Hdr | Section Hdrs 8 Exports 88 Im

= i Offset  Mame VYalue Meaning
Data Directory Address Size BIICC  MaiorVersi 0
167 Export Directory BAFCs ATFA oo ViajorterEion
. . B47CE MinorVersion ]
170 Import Directory Bl 1M BA7D0 N KERNEL32.dl
§ L
175  Resource Directory ' 528 847 D-.l B ame 1 :
180 Exception Directory 0 e ase ;
B47DE MumberOfFunctions 54F
FA70C MumberOfMames 54F

B4TED AddressOfFunctions
B4TEA AddressOfMames
BATES AddressOfMameOrdinals

Exported Functions [ 1359 entries |

Offzet Ordinal Function BVA  Name RVA  Mame Forwarder

BATEC 1 BaseThreadlnit...

B47F0 2 InterlockedPus... MNTDLL.RtlInterlockedPushListSList
B47TF4 3 AcquireSRWLoc... NTDLL.RtlAcquireSEWLockExclusive
BATFE 4 AcquireSRWLoc... NTDLL.RtlAcquireSRWLockShared
BATFC 5 ActivatefctChe

B4E00 6 AddAtomA

BAE04 7 AddAtomW

ithub.com/hasherezade/malware trainin [ [ lesson?2

/export lookup.h
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Basics of a PE file:

DLLs are libraries of functions for other PEs to use

Exports

An Export Table is a catalogue allowing to find and use a particular
function

Disasm: text

General | DOS Hdr

Rich Hdr | File Hdr

Optional Hdr | Section Hdrs 8  Exports

Offzet Mame Value Meaning
B4TCC MajorVersion 0

B47CE MinorVersion ]

B47D0 Mame BES02 KERMEL3Z.dIl
B47 D4 Baze 1

B470D8 MumberOfFunc.. 54F

Exported Functions [ 1359 entries ]

Offzet
BSAED
Bo6E4
BSGES
BSGEC

Ordinal Function Mame BVA  MNam-

3BE
3BF
3C0
aa

BOET3
A2CH2
40GFE

63099

BCF4F
pagll’
BCF72
BCF7E

rieadConsoleW
ReadDirectoryChanges\W
ReadFile

ReadFileEx

Disasm: text

436FB
436FD
43702
43707
43708
4370C
43T70E
43711
49714
43717

General | DOS Hdr | Rich Hdr | File Hdr | Optional Hdr | Section Hdrs | @ Exports | Impoy
Hex Disasm
o c2oc PUSH 0XC ReadFile |
GB5B3TEZTT PUSH 0X77EZ3758
E8692e0000 v CALL O0X77EZBD70
EBTD14 MOV EDI, DWORD ETE [EEP + 0H14]
BSEFF TEST EDI, EDI
7403 v JE SHORT O0XV7EZ5711
B32700 AND DWORD ETR [EDI], O
BBTS0B MOV ESI, DWORD ETE [EBP + E]
B3FEF4 CMP ESI, —0HC
OF84A50B0200 v JE OX77E422CZ



Basics of a PE file:

BEz=11F49
BE211F4F
BEZ11FS1
BEz11FEY
BE=11FES
BE211FE0
BE311FE3
BEz11Fed
BEz11Fey
Bez11Fal

pe_unmap. BAS1ZEEZ
FIUSH &
LEA ED¥,0WORD PTR SS:[EBP-1@141
FIUSH ED
FIUSH 1@@aE
LEA ED¥,0OWORD PTR SS:i[EEBP-1@84]
FIISH ED
FIUSH DWORD PTR DS: [ECE+ERE]

Fplver lapped

pEButesFRead
ButesToRead

Buffer

DWORD PTR DS:[<&KERMELZZ2.ReadFile> LReadFile

TEST ERx, EAX

Exports

MULL

1088 (4696,

We call a function from a DLL...

BEZ1FEES FE 95 2E 76 FF 92 8F Y& ulAw SCuw
BEZ1IFA1IA A2 3E BE V& 25 AZ B2 77 EXAvldew

05: [EEElFEEB] FEBESEFE) (kerne l32.ReadFilel

...and the execution is redirected to

the exported function

f=1=1=4= =1l =
resE3eFD
resEIVEZ
resEIVEY
rEeEESYEA
rEEEIVEC
reEEIVEE
re3E9v11

[ ——

- 5

CPU - main thread, module ke

FUSH @&C
PUSH kernel32. Pe2E27EE

kernel32. YeSEEBDYA
Mol EDI,OWORD FPTR S5: [EEF+141]
TEST EDI,EDI

SHORT kernel3Z2. 7 e3E3711

AMD DWaRD PTR DS:CEDIT, A
MaL BESI,OWORD PTR S5: [EEF+E1]

FeadFile



Basics of a PE file: Exports

. Functions can be exported by a name or by ordinal (a number)
7. Some exports can be forwarded (pointing to other functions, in

other DLLs)



Basics of a PE file: Exports

e Forwarded functions

Exported Functions [ 1359 entries ]

Offzet COrdinal  Function EVA MameRVA  Mame Forwarder
] DelaylLoadFailureHook
01 h DeleteAtom
02 ) MTDLL.RtlIDeleteBounda
( i i MTDLL.RtIDeleteCritical5ection

DeleteFiled
DeleteFileTransactedi

Function BVA Mame BYA Marme

Disaam Hint

FtiDeleteElernen e Table HAACSH '* MOW EDI, EDT BtlDeletelriticalSection
RtiDeleteElementGenericTabledivl S3ACT PUSH EEF
RtlDeleteHashTakle 53ACE MOV EBP, ESP
RtlDeleteMoSplay 59ACH BUSH -2
S9ACC PUSH O0XT7F1O0DEE

59AT1 PUSH O0X77EDEOED



Basics of a PE file: Imports

e [mport Table

Data Directory Address  5ize
160 Export Directony [ 0 m -
168 Impart Directory 11330 78 ﬁeneral | DOS Hdr | Rich Hdr | File Hdr | Optional Hdr | Section Hdrs | B Imports | @ Resources | @ BaseReloc. | @ lLoad
170 Resource Directory 1500 1E0 S o
Offset MName Func. Count  Bound? OriginalFirstThun TimeDateStamp  Forwarder  MameRVA  FirstThunk
1013C  KERNEL3Z.dll Ti FALSE - 0 0 ' '

KERMEL32.dIl [ 77 entries ]

Call via MName Ordinal ~ Original Thunk Thunk Forwarder Hint

I Virtual&lloc - 4c 4c - SAR
VirtualFree - i LY - SAE
ReadFile - 4C8 4CH - 458
GetCommandLined - 4 [ 4 - 1E2
IsDebuggerPresent - 4 4 - 383
EncodePointer - 4F 4F - 13C
DecodePointer - / ! - 117
IsProcessorFeaturePrezent - / / - 388

ithub.com/hasherezade/malware trainin

/imports load.h


https://github.com/hasherezade/malware_training_vol1/blob/main/exercises/module1/lesson2_pe/pe_snippets/imports_load.h

Basics of a PE file: Imports

e Dynamic linking is done when a PE is loaded

* [he loader walks through the Import Table of the PE
* [pads needed DLLs
e searches the imported functions in the export table of the DLL

« fills the thunks via which the PE is going to make calls to the exported
functions with appropriate addresses




Basics of a PE file: Imports

BHES1I1IF4D | . pe_unmap. BAS1ZEEZ

BHEZ11IF4F | . FPUSH & Fplver Lapped
BHAZ11F51 | . LEA EDX,DOWORD FTR SS:[EEBP-1R14]
HES11IFSY | . PUSH EDX pButesRead
BHES1IFES | . PUSH 1@@@ ButesToRead
BEZ11FED | . LEA EDOX.OWORD FTRE S5: [EEP-18E4]
POSLIFES | . PLUSH EDX Buffer We call a function from a DLL...
HES1I1IFEd | . PUSH DWORD FTR DOS: CECA+ERX] hFile
BES1IFEY | . DWORD PTR DS:[<%KERMELZ2.ReadFile> LReadFile
gez1iFel | . TEST EAX, EHA ®
05: [AAZ31FAAS ] =7Va3E96FE (kernel32. ReadFilel ; Rich Hdr | File Hdr Dptiunal Hdr

£ SE 7& FF S9iwm=F 76 ilPAu <Cu Offset  Mame Func. Count Bound? OriginalFirstThun TimeDat: -
SE F& 95 AZ A2 NE ErAVESew 1013 KERNEL32.dll 77 FALSE 11364 0 i

MULL

1088 (4696,

BEZ21FEas
BEZ1FALA

KERMELZ2.dll [ 77 entries ]

Call via Mame Ordinal Original Thunk  Thunk Forwarder Hint

Fooo VirtualAlloc - 1149C ToBF2FER - 54B

...via thunk that was filled with the 04 VirtualFree : 114AC T68F1DAL - SAE

address of the exported function 000 ReadFile : L ceee 458
|FDDC GetCommandLi... - 11404 TOEFISFF - 1E2 B

-’ ;:-n',,‘ ."



Basics of a PE file:

BEz=11F49
BE211F4F
BEZ11FS1
BEz11FEY
BE=11FES
BE211FE0
BE311FE3
BEz11Fed
BEz11Fey
Bez11Fal

pe_unmap. BAS1ZEEZ
FIUSH &
LEA ED¥,0WORD PTR SS:[EBP-1@141
FIUSH ED
FIUSH 1@@aE
LEA ED¥,0OWORD PTR SS:i[EEBP-1@84]
FIISH ED
FIUSH DWORD PTR DS: [ECE+ERE]

Fplver lapped

pEButesFRead
ButesToRead

Buffer

DWORD PTR DS:[<&KERMELZZ2.ReadFile> LReadFile

TEST ERx, EAX

Imports

MULL

1088 (4696,

We call a function from a DLL...

BEZ1FEES FE 95 2E 76 FF 92 8F Y& ulAw SCuw
BEZ1IFA1IA A2 3E BE V& 25 AZ B2 77 EXAvldew

05: [EEElFEEB] FEBESEFE) (kerne l32.ReadFilel

...and the execution is redirected to

the exported function

f=1=1=4= =1l =
resE3eFD
resEIVEZ
resEIVEY
rEeEESYEA
rEEEIVEC
reEEIVEE
re3E9v11

[ ——

- 5

CPU - main thread, module ke

FUSH @&C
PUSH kernel32. Pe2E27EE

kernel32. YeSEEBDYA
Mol EDI,OWORD FPTR S5: [EEF+141]
TEST EDI,EDI

SHORT kernel3Z2. 7 e3E3711

AMD DWaRD PTR DS:CEDIT, A
MaL BESI,OWORD PTR S5: [EEF+E1]

FeadFile



Basics of a PE file: Imports

e Raw: before filling imports

Disasm: kext General oS Hdr Rich Hdr File Hdr Optional Hdr Section Hdrs Imports Resources

Func, Count Bound? OriginalFirstThun TimeDateStamp  Forwarder
4134 0 0
47C 0 0
412C 0 0
41 0 0

Ordinal Criginal Thunk | Thunk Foraarder

Loadlcanti

ithub.com/hasherezade/malware training voll/blob/main/exercises/modulel/lesson2

/imports load.h



https://github.com/hasherezade/malware_training_vol1/blob/main/exercises/module1/lesson2_pe/pe_snippets/imports_load.h

Basics of a PE file: Imports

* | oaded: after filling imports - thunks are filled with addresses of exported functions

Disasm: kext General oS Hdr Rich Hdr File Hdr Optional Hdr Section Hdrs Imports Resources

Func, Count Bound? OriginalFirstThun TimeDateStamp  Forwarder MarmeRih,
4134 0 0
47C 0 0
412C 0 0
0 0

Qrdinal Cri unk; Forwarder

Loadlcanti

ithub.com/hasherezade/malware training voll/blob/main/exercises/modulel/lesson2

/imports load.h



https://github.com/hasherezade/malware_training_vol1/blob/main/exercises/module1/lesson2_pe/pe_snippets/imports_load.h

Basics of a PE file: Imports

; General | DOS Hdr | Rich Hdr | File Hdr | Optional Hdr | Section Hdrs | ® Imports I

Offset  Mame Func. Count Bound? OriginalfirstThun  TimeDat: e

1013C  KERMEL3Z.dIl 77 FALSE 11364 i :

KERMELSZ2.dIl [ 77 entries ] k
Disasm: .text | General | DOS Hdr | Rich Hdr | File Hdr | Optional Hdr | Section Hdrs 8@  Exports |.;

Callvia Mame Ordinal Original Thunk  Thunk Forwarder Hint v

FOOD Virtual&lloc - 114aC JOEF2FEBG - SAB

FOO4 VirtualFree - 114AC JeEFLDAL - SAE | Offset Mame Value Meaning

FooC GetCommandLi... - 11404 JToBFASFF ~ 1E2 B47CE MinarVersion 0
B47D0 Mame Bas0z2 KERMEL3Z2.dIl
B4704 Baze 1 -4
B470E MumberOfFunc... 54F

DI.I. BHSE + Fun[:tm“ RVA “wported Functions [ 1359 entries ]
EXEI |T||J|E: Offse. . Ordinal Function MameRVA  Mame Forwarder !
7ESA[I[|[”] + 4HEFB — BSGED  o0F BOET3 BCF4F ReadConsoleW
B5GE4  3BF d2CR2 BCFSC ReadDirectoryChangesW
7ESEHEFB BSGEE  3CD d96FE BCF72 ReadFile
B56EC 3C1 63099 BCFTB ReadFileEx
- N .,:
W e

ry



Basics of a PE file: Imports

e mport Table; structure

IMAGE_IMPORT_BY_HAME
IMAGE_THUHE_DATA IMAGE_THUHE_DATA

IMAGE_IMPORT_DESCRIPTOR IMAGE_THUNK_DATA IMAGE_THUNK_DATA

OriginalFirstThunk _ _
TimeDlateStamp HULL HULL
ForwarderChain

Hame

FirstThunk

ithub.com/hasherezade/malware training voll/blob/main/exercises/modulel/lesson2

/imports load.h



https://github.com/hasherezade/malware_training_vol1/blob/main/exercises/module1/lesson2_pe/pe_snippets/imports_load.h

Basics of a PE file: Impo

import table. Find the correspor

et's open one of our sample PEs in PE-

ding

sheck the code snippets to see
tables are processed

Exercise time...

10w 1

)L Ls and thei

rts

jear and see the

" EXpOrts.

18 Import anc

export



Fxercise

e Compile the given code of a custom PE |oader and get familiar
with it


https://github.com/hasherezade/malware_training_vol1/tree/main/exercises/module1/lesson2_pe

Further readings...

e MSDN documentation:

e [lassic articles about PE by Matt Pietrek:


https://docs.microsoft.com/en-us/windows/win32/debug/pe-format
https://bytepointer.com/resources/pietrek_in_depth_look_into_pe_format_pt1.htm
https://bytepointer.com/resources/pietrek_in_depth_look_into_pe_format_pt2.htm
https://docs.microsoft.com/en-us/previous-versions/ms809762(v=msdn.10)?redirectedfrom=MSDN

